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Customer data is encrypted in transit with current TLS and at rest with keys held in the cloud key service.
Keys rotate every year. Only the platform team can use the keys, and each use is logged. Scope: the
production database, file storage and backups. Cadence: enforced continuously, keys reviewed yearly.
Evidence: storage settings export and the key policy.

Requirements met
NIST CSF: PR.DS-01, PR.DS-02
SOC 2:CC6.7

Risks treated
BM-RSK-03 A backup cannot be restored

Log entry 97 of Verification/events.jsonl
Entry hash (SHA-256) 75¢13909ab993flbaa6642f7420aac89e94d495a3803b9988427af37a7c52188
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